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HNaHHag KypcoBas paboTa nocsslieHa TeMe: AHann3 coBeplleHns KoOMMbloTepHbIX
npecTynjaeHnn

B cBoein paboTe A x04y pacKpbiTb BOMPOC O COBEPLUEHNN KOMMbIOTEPHbIX MPECTYMNJIEHUN.
B naHHon paboTe g nogpobHO pacCcKa)ky 0 TEXHOJIOMMAX COBEPLUEHNSA KOMMbIOTEPHbIX
NpecTynieHnin, 0 NX NPUYNHaAX N MeTofax COBEPLLUEHNSA KOMMbIOTEPHbIX NPEeCcTynjeHnn.

Tak »xe 51 pacCcKa)ky 0 TOM KaKyto poJib UrpaeT ceTb Internet B cpepe KoMnbloTEpPHOMN
NpecTynHOCTU. B Moel KypcoBoli paboTe byaeT 3aTpoHYyTa TeMa BMPYCOB U 3aLUMTbl OT
HMX, HO A1 Ha4vasla 9 PAaCKPOK CMbICS onpeaesieHnss «KOMMbOTEPHAa NPecTynHOCTb»

KomnbloTepHasa NpecTyrnHOCTb (NpecTynjieHne C NCnoJib30BaHWEM KoMMbloTepa) -
npeactasnseT cobon noboe He3aKOHHOE, HEITUYHOE NN HEpa3peLLUEeHHOoe noBeaeHune,
3aTparveatoulee aBTOMaTU3MPOBaHHYO 06paboTKy AaHHbIX UM Nepefady AaHHbIX. MNpu
3TOM, KOMMbIOTEPHAdA NH(pOPMaLNa aBNgeTCa nNpeaMmeToM nan cpencTBsoM CoBepLleHns
npectynneHnsa. CTpykTypa n AMHaMUKa KOMMNbIOTEPHON NPEeCcTYNHOCTN B pa3HbIX
CTpaHax CyLLeCTBEHHO OT/IMYaeTCs ApYr OT Apyra. B opnanyeckom noHATuM,
KOMMNbIOTEPHbIX NPEeCTYNNeHUN, KaK NPecTyrnjaeHnn cneunduiecknx He cyulecTseyerT.

Mcxoas, 3 3Toro onpefeneHns s Nnpoaosixxy CBoto paboTy.

1. KoMmnbloTepHasa npecTtynHoCcTb B Poccum

B cTpaHax, rae BbICOK YpOBEHb KOMMblOTepu3aumu, npobnema 6opbbbl C KOMMbIOTEPHOWN
NPecTyNHOCTbIO Y>XKe A0BOJIbHO AaBHO CTaJsla O4HOMN U3 NepBOCTerneHHbIX. N 3To He
yomsntenoHo. Hanpumep, B CLUA ywepb oT KOMMbIOTEPHbIX MPeCcTyrnsieHnin coctaBnseT
eXXerogHo okoJsio 5 mnpa aonnapos, BO @paHuuMy 3TN NoTepu foxoaaTt oo 1 mnpa
hbpaHkoB B roA, a B FepMaHum Npuy noMoLLU KOMMbIOTEPOB NPECTYNHUKN KaXKOblW rog,
YXUTPAKTCA NOXULLATb OKOMO 4 Mapa MapoK. U yncno nofobHbix npecTynaeHumn
yBenn4ymeaeTca exerogHo Ha 30- 40%.



NMockoNbKy Poccusa HUKOrga He BXOAunsa B HNCSI0 FOCyAapCTB C BbICOKUM YPOBHEM
KOMMNblOTEPU3aLMK, TaK KakK Ha BonblLUEn 4YacTn ee TEPPUTOPUN OTCYTCTBYIOT
pa3BeTBJIEHHbIE KOMMbIOTEPHbIE CETU U OaNIeKO He Be3ae MeToAbl KOMMbITEPHOW
06paboTKM MHoOPMaL MM NPULLAK Na CMEHY TPaANLMOHHbLIM, TO AOBOJIbLHO A0JIFO
POCCUNCKOE 3aKOHOAATENbCTBO AEMOHCTPUPOBAIO YPE3IMEPHO TEPMNMOE OTHOLLUEHNE K
KOMMNbIOTEPHbIM NpecTynaeHnsaMm. NMonoXXnTenbHble CABUMM NPON30LLIN TOJILKO Nocie
psfa YrosioBHbIX gesi, CaMblM FPOMKUM M3 KOTOPbLIX CTaJ10 A4e10 04HOro 13
MPOrpamMMmMcToB BosmKCcKoro aBToMobusbHOro 3aBoAa, yMbILLJIEHHO BHECLLUEro
DEeCTPYKTMBHbIE U3MEHEHUSA B NpPOrpaMMy, KoTopas yrnpasssia TEXHOIOMNYECKNM
MPOLLeCCOM. YTO HAHEC/I0 3aBOAY 3HAYUTENbHbLIN MaTepuanbHbin yuepb. OTeyecTBEHHOE
3aKOHOOaTeNbLCTBO NpeTepnesio CywecTBEHHbIE N3MEHEHUS, B pe3yJibTaTe KOTOPbIX Obin
BblpaboTaH psAa 3aKOHOB, YCTaHaB/IMBAOLLMX HOPMbl MCMOJIb30BaHNS KOMMbIOTEPOB B
Poccun.

(naBHOW BEXOMN B LLENOYKe 3TUX U3MEHEHUW CTasIo BBeLeHNe B fencrteme 1 aHBaps
1997r. HoBOro YrosioBHoro kogekca. B HeMm cogoepxxuntca rnasa "lMpecTtynsieHnsa B chepe
KOMMbIOTEPHOW MHOpMaLMK®, roe nepedyncienbl cnegylwme npectynieHns:

HernpaBOMEpPHbIA LOCTYM K KOMMbIOTEPHOW NMHopMaLmnK (cTaTba 272):

co3faHune, NCnosib3oBaHMe 1 pacrnpocTpaHeHne BpegOHOCHbIX KOMMbIOTEPHbIX NporpaMmm
(ctaTtba 273);

HapyLlleHne npasna 3KCnayaTaunum KOMNbioTEPOB, KOMMbLIOTEPHLIX CUCTEM N CETEN
(cTtaTbga 274).

OTMeTUM, YTO YyrosioBHasi OTBETCTBEHHOCTb 3a Nepe4vyncyieHHoe HacTynaeT TOJIbKO B TOM
cslydae, Korga yHnYToXXeHa, 6n1okmpoBaHa, MoanduumpoBaHa njan CKoOnmMpoBaHa
MHOPMaLMA, XPaHALWaACa B 3/1IeKTPOHHOM Buae. Takmm obpasom, npocToe
HeCaHKUVWOHNUPOBAaHHOE NPOHUKHOBEHME B YY)XYIO NHPOPMaALMOHHYO cnctemy 6e3
Kaknx-nnbo HebnaronpuAaTHbIX NOCNeACTBMN HaKa3aHMIo He nognexuT. CpaBHUTeE:
BTOp)XeHne B KBapTupy, 4OM WA OpuC NpoTUB BOJIN UX BNaLesbLa OAHO3HAYHO
KBa/IMPUUNPYETCHA KaK YroJIOBHO HaKa3lyemoe AeNCTBME BHE 3aBUCUMOCTU OT
rnocnencTBuUin, B TO BPEMSA KaK B Cpefe KOMMbIOTEPHbLIX NPEeCcTYnNJIEHN BTOPXKEHNe B
YaCTHbIW KOMMbIOTEP HE ABNSETCA NpecTyrnjieHneM.

Cnepnyet CKa3aTb, YTO Ha/IM4Me 3aKOHO4ATEeIbCTBA, PerjaMeHTuUpyoLwero
OTBETCTBEHHOCTb 3a KOMINbKOTEPHLIE MNpecTyrnJjieHnma, camMo o cebe He aBnseTCS
nokKasaTesieM CTeneHnm cepbe3HoCT OTHOoLWeHUA obuiecTBa K Takmm npectynneHnam. K
npuMmepy, B AHF NN NOJIHOE OTCYTCTBUE CreunasibHbIX 3aKOHOB, Kapalowmnx MUMeHHO 3a



KOMMNbIOTEPHbIE MPEeCTYMNJeHNsA, Ha NPOTAXKEHUN MHOTNX JIET OTHIOAb HE MewaeT
aHMIMUCKOW nonnunm 3 PeKTUBHO paccnenoBaTb Aefla Takoro poda. I oencresnuTensHo,
BCe 3TN 3/710ynoTpebsieHns MOXKHO YCMeLwwHO KBanndnumpoBaTb N0 AENCTBYOLWEMY
3aKOHOOATEeNbCTBY, NCXOAA U3 KOHEYHOrO pe3yfibTaTa NPecTynHoOn AesTeNbHOCTH
(XMuweHmne, BbIMOraTesibCTBO, MOLLUEHHMYECTBO UM XYJIMFAaHCTBO). OTBETCTBEHHOCTD 3a
HUX NpeayCcMOTPEeHa YroJsIOBHbIM U rpaKgaHCKUM Kogekcamun. Begb yOUncTBo N eCcTb
ybuincTeo, BHe 3aBUCUMOCTN OT TOr0, YTO MUMEHHO MOCJY>XN10 OpyaAneM AN Hero.

Mo gaHHbIM (NaBHOro nMHopMaymMoHHoro ueHTpa MBI Poccun B 1997 r. pons
KOMMbIOTEPHbIX NpecTynaeHunn coctasuna 0,02% o1 obiero yncna npecTynieHnn B
obnactun KpeanTHo-pmnHaHCoBON cdepbl. B abcontoTHbIX Lunppax obLiee KoNM4YecTBo
KOMMNbIOTEPHbIX NPEeCTYMNJeHUA B 3TOM roay rnpeBbICUIO COTHIO, @ CYMMapHbIN pasMmep
ywepba —20 mnpa pybnen.

OOHaKo K 3TOW CTaTUCTUKeE cnefyeT OTHOCUTBLCA OCTOPOXXHO. [leno B TOM, 4TO AoJroe
BpeMS B NPaBOOXPaHUTENIbHbLIX OpraHax He 6b1s10 NOSIHOWM ACHOCTU OTHOCUTEJSIbHO
napamMeTpoOB M KpUTEPUEB, MO KOTOPbLIM C/1e0Basno PUKCUPOBATb COBEPLUEHHbIE
KOMMbIOTEPHbIE NPEeCcTYMNJIeHNS, a TakXXe MOMbITKN NX COBEPLUUTb. 3TO NPOUCXOANO0 U3-
3a TOro, 4To He 6bIJ10 HETKUX PAaMOK NPecTynaeHus, n He 6b1J10 4OCTaTOYHOW
0CBEJOMJIEHHOCTU B KOMMNblOTEPHOW chepe. MOXKHO NpeanosioXnNTb, 4TO AaHHbIE,
y4TEeHHble opMLMaNbHON CTaTUCTUKOW COCTaBASAIOT SINWb BEPLUNHY ancbepra,
noABOAHAasA YacTb KOTOPOro NpencTaBaseT CywecTBEHHYIO yrpo3y obuwecTtBy. N gns
3TOr0 MMEKTCHA Cepbe3Hble OCHOBaHUS.

POCCMNCKUM MPaBOOXpPaHNTENbHbIM OpraHaM CTaHOBATCSA U3BECTHbI He boniee 5— 10%
COBEepLUEHHbIX KOMMbIOTEPHbIX NPecTyrnaeHnn. NIX packpbiBaeMOCTb TOXe He rnpeBbllwaeT
1—5%. 3T0 CBA3aHO C TeM, 4TO XuMLeHne nHpopmMaLnum JoNroe BpeMsa MoxKeT
0CTaBaTbCA HE3aMe4YeHHbIM, MOCKOJIbKY 3a4acTyl0 AaHHble NPOCTO KOMNUPYIOTCA, U 3a 3TO
BpeMs MPeCcTYNHUKN YCreBatloT CKPbITbCA. Tak e 3TO NPOUCXOAUT U3-3a HeJOCTaTO4YHOM
KOMMbIOTEPU3aLMKN, N NPaBOOXPaHUTENbHbIE OPraHbl 3a4acTyl0 Aa)ke He AoraibiBalTCs
0 BO3MOXXHOCTU OCYLLECTBJIEHUS HEKOTOPbLIX NpecTynaeHnn. Apyron BO3MOXXHOMN
npobnemon asnsetca 6bopbba 3a cobcTBEHHYIO penyTaunto. XKepTBbl KOMMNbIOTEPHOMN
NnpecTynHOCTN (BONBbLUNHCTBO Cpeamn HUX — YaCTHble NpeanpuaTus) NposBasioT
He>XXeJlaHMe KOHTAaKTUPOBaTb C NMPaBOOXPaHUTENIbHLIMU OpraHamMu, onacaschb
pacnpocTpaHeHns cpean BKAaA4YMKOB U aKLMOHEPOB CBeAeHUI 0 COBCTBEHHOM
XanaTHOCTU N HeHaZeXHoW paboTe cBoen PUPMbI, HTO MOXKET MHNLMNPOBATb OTTOK
hvHaHCcoB 1 nocnepywwee 6aHKPOTCTBO.



1.1 TeHaoeHUuM

Mo cBMAETEeNbCTBY 3KCMEPTOB CaMbIM NMPUBJIEKATENIbHbIM CEKTOPOM POCCUNCKOWN
SKOHOMWKWN OJ151 NPECTYMHUKOB ABNAETCSH KpeaUTHO-pMHaHCOBasA cnctema. AHanms
NPecTynNHbIX AESHNI, COBEPLUEHHbIX B 3TOWN chepe C NCMOoSb30BaHUEM KOMMbIOTEPHbIX
TEXHOJIOT NI, @ TaKXKe HEOQHOKPATHbIE ONPOCHI MpeacTaBuTenen 6aHKOBCKUX
yyYpeXXAeHUin No3BOIAIOT BblAENUTb Cleaytowme Hanbonee TUNNUYHbIE CNOCOOLI
COBepLUEHNS NMPeCcTynaeHnn:

Hanbonee pacnpoCTpaHEHHbLIMU ABAATCA KOMMbOTEPHbIE MPEeCcTYnIeHUs.
coBeplUaeMble NMyTeM HeCaHKLMOHNPOBAHHOIoO focTyna K 6aHKOBCKUM 6a3aM OaHHbIX
nocpencTBOM TeIEKOMMYHUKALMOHHbIX ceTen. B 2008 r. poccnmncknmm
MpPaBOOXpPaHUTENIbHbIMN OpraHaMun O6binn BbiB/ieHbl 85 NOAO0OHLIX MPeCcTynaeHuin, B Xxoae
paccsefoBaHNA KOTOPbIX YCTaHOBJIEHbI (DaKTbl HE3aKOHHOro nepesona 9,3 mapa.
pybnen.

3a nocnegHee BpeMSA HE OTMEYEHO HM O4HO KOMMNbIOTEPHOE NPecTyrnseHne, KoTopoe
Obls10 coBepLUEeHO OgHUM YenoBeKOM. bonee Toro, n3BeCTHbI Csly4an, Korga
NPecTynHbIMU rPYNNMPOBKAMN HaHUMaNNUCb bpuraabl U3 4ECATKOB XaKepoB, KOTOPbIM
npenocTaBsA/IOCh OTAE/IbHOE OXPaHseMoe nomMeuwieHne, obopygoBaHHOE NO NocaegHeMy
C/I0BY TEXHUKW, ONS TOFO 4TOObI OHM OCYLLECTBAANN XULLEHNE KPYMHbIX OEeHEXHbIX
CpeacTB NyTEM HesleraslbHOro MPOHUKHOBEHUS B KOMMbIOTEPHbIE CETU KPYMHbIX
KoMMepYecknx baHkoB. Takum obpa3omM, OHM MOrIKM NMepeBecTn BCIO BUHY Ha XaKepos, a
CaMu ocTaTbCsa be3HakKa3aHHbIMU.

BONbLWIMHCTBO KOMMNbLIOTEPHbIX NpecTynaeHnin B 6aHKOBCKOW chepe coBepLUaeTCa Npu
HernocpeaCcTBEHHOM Y4aCTMN CaMUX CyXalnx KomMmepyecknx 6aHKoB. Pe3ynbTaThbl
nccnenoBaHMim, NPoBeAEeHHbIX C NpuBaeYyeHnemMm 6aHKOBCKOro nepcoHasa, NokKasbiBatoT,
4YTO LONA Takux npectynaeHun npmbnmxaetcsa K 70% oT obuiero KkonmyecTsa
npecTtyniaeHun B 6aHkoBCcKoW chepe. Hanpumep, B 2008 r. paboTHUKMK
NMpPaBoOOXPaHUTENIbHbIX OPraHOB NPefoTBPaTUAM XULLEHUE Ha CyMMY B 5 mapa. pybnen mn3
dburnmana ogHOro KpyrnHoro Kommep4yeckoro 6aHka. NpectynHuUKn opopmMmnam npoBoaKy
(PUKTUBHOIO NMaaTe)xa C NOMOLLbIO YOANEHHOro A4OCTyna K BaHKOBCKOMY KOMMblOTEpy
yepes MoaeM, BBeaA Naposib U NAeHTU(PUKaALNOHHbIE AAHHbIe, KOTOpble UM nepenanu
coobuwHMKN, paboTatowme B 3TOM hunmane baHka. 3aTeM NOXULLEHHbIE AeHbI N Bblan
nepesefeHbl B cocegHnin 6aHk, roe npecTynHUKM NonbITaJIMCb CHATb UX CO CcYeTa C
MOMOLLbIO MOA4Ee/IbHOMO MAAaTEXHOr0 NOpyYeHus.



MHOIro KOMMbIOTEPHbIX MPECTYNJeHUA coBepLlaeTcs B Poccun ¢ UCrnonb30BaHUEM
BO3MOXXHOCTEN, KOTOPbIE NPeaoCcTaBNseT CBOUM Mosb3oBaTensM Internet. Ha gaHHbIN
MOMEHT 3TO camas 6osbluas cpefa Ans COBEpPLUEHUNSI KOMMbIOTEPHbIX NPECTYMNJIEHNR, 1
KaXAbll J€Hb OHa POXXAaeT HOBbIE BPeAOHOCHbIE MPOrpamMMbi.

1.2 Internet Kak cpepa M Kak opyaue coBepLueHuUs
KOMMbIOTEPHbIX NPECTYNJIeHUMn

YHMKaNbHOCTb ceTu Internet 3akn4YaeTcs B TOM, 4TO OHa HE HAaXOOUTCS BO BAaAEHUN
KaKoro-To pM3n4eckoro amua, 4aCcTHOM KOMMaHnM, rocy4apCTBEHHOr0 BEAOMCTBa NN
OTAeNIbHOW CTpaHbl. [TO3TOMY NpaKTUYECKN BO BCEX €e CerMeHTax OTCYyTCTBYyeT
LeHTpasin30BaHHOE peryanpoBaHue, LeH3ypa n gpyrme Metonbl KOHTPOAS MHopMaLnn.
Bnarofnaps 3ToMy OTKPbIBAlOTCA MPaKTUYECKN HEOrPaHNYEeHHbIe BO3MOXXHOCTM JOCTyNa
K ntobon nHopmaumnm, KOTopble NCNOSb3YOTCS NpecTynHukamun. CeTb Internet MoXxHO
pacCMaTpUBaTb HE TOJIbKO KakK MHCTPYMEHT COBEPLUEHNS KOMMbIOTEPHbIX
npecTyrnJjeHnn, HO U KakK cpeda Ansa BegeHusa pasHoobpasHom NpecTyrnHon
neaTesNIbHOCTW.

Mpu ncnonb3oBaHUM ceTn Internet B kavyecTBe cpelbl A5t NPEeCTYNHON AesATeNbHOCTY
npuBAeKaTeNbHON A1 NMPpaBOHAPYLUUTENEN ABNSETCA CaMa BO3MOXXHOCTb obMeHa
NHOPMaUMen KpUMMHANBHOIO XapakTepa. MpUMeHATb B CBOEN AeATesIbHOCTH
KOMMYHUKALIMOHHbIE CUCTEMBI, 0becrnevymnBatoLLe TaKyo XXe ONepaTUBHYO 1 HaAeXHY0
CBSI3b MO BCEMY MUPY, PaHbLLe ObIJIN B COCTOSSHUN TOJIbKO CMeLcy>XObl CBEpXAep>KaB —
AMepuku n Poccuu, Kotopble o6naganm HeobxoaANMbIMU KOCMUYECKUMU TEXHOJIOMUSIMM.

Opyrasa ocobeHHOCTb ceTun Internet, KoTopas NnpuBaeKaeT NPECTYNHNKOB, —
BO3MO>XHOCTb OCYLWECTBAATb B rNobanbHbIX MacwTabax MHPOPMaLMOHHO-
MCUXOJIOrM4YecKkoe Bo3aencTeme Ha ngen. NpectynHoe cooblecTBo BeCbMa
3aMHTEepPecoBaHO B PAaCNpPOCTPaHEHUN CBOUX OOKTPUH N y4eHUn, B GOPMUPOBaHUN
obuwecTBeHHOro MHeHUs, 6n1aronpuUATHOrO ANA YKpenaeHus nosnynin npeactaBmtenen
NpecTynHoro Mupa, 1 B AUCKpeanTaumm NnpaBooOXpaHUTE IbHbIX OPraHOB.

OpHako HambonbWwuin MHTepec ceThb Internet npeacTaBnseT UMEHHO Kak opyane Ans
coBepLueHUst npecTynaeHnn (0bbIYHO B chepe 3IKOHOMUKKN N huHaHCOB). B camom
NMPOCTOM BapuaHTe 3TW NPEeCcTynjeHns CBA3aHbl C HapyLLUEHNEM aBTOPCKMX NpaB. K
TaKoro poga NpecTynjeHnsM, B NepByto oyepelb, OTHOCUTCA HE3aKOHHOE KoMMpoBaHue
N Npofa)ka NporpamMmMm, HaxoAALWMXCSA Ha CepBepax KOMMNaHWUM, KOTopble SIBNSIIOTCS



BnagesibLlaMun 3TUX rnporpamMmm.

Bo BTOpYyto rpynny NpecTyrnieHnn MOXKHO BKJIIOYNTb HeslerasibHoe NnoJlyYeHne ToOBapoB n
ycnyr, B YacTHOCTK, 6ecnnaTHoe Nosib30BaHMe ycayraMu, npeaocTaBisieMbIMA 3a naaTy
pPa3INYHbIMU TeneOHHbIMU KOMMaHUSAMU, 3@ CHET OTJIMYHbIX 3HAHUA NPUHLMMNOB
(PYHKLMOHMPOBAHNA N YCTPONCTBA COBPEMEHHbLIX aBTOMAaTUYECKUX TenedOHHbIX
CTaHuuin. Opyrune crnocobbl HE3aKOHHOI0 NOJIb30BaHUS YCJIyraMn OCHOBBLIBAOTCS Ha
MoaMndUKaLUmM CBEAEHMA 0 NPeaoCTaB/IEHUN 3TUX YCNyr B 6a3ax AaHHbIX KOMMNaHUNR,
KOTOpble X 0Ka3bIBatloT. MIH(hopMaLmna 0 NpeaoCcTaB/IEHNN KaKON-TO YCyrv B KpeauT
MOXXeT NIMB0 NMPOCTO YHUUYTOXKATbCA. INOO N3MEHATLCSA ANs TOro, 4Tobbl NoTpebutenem
y>X€e OnJla4eHHoOW KeM-TO YCayru cTan YiaeH npecTynHoro coobuiecTsa.

Hapany c HenerasibHbIM NOJIy4YeHUEM TOBAPOB 1 YCNYr MHTepec ANg NpecTynHbIX
rPynnMpPoOBOK MPencTaBsAloT Takne chepbl MOLLEHHNYECKON AeATe/IbHOCTU, KakK
a3apTHble Urpbl (Ka3nHo, JIoTepen N ToTaansaTopbl), OpraHmn3aunsa MPUHaHCOBbIX
nmpamMmuna, PUKTUBHbBIX BpayYHbIX KOHTOP U (hpM NO OKa3aHUIO MUPUYECKNX ycayr. Bo
BCeX CJly4asax onepaTMBHOCTb B3aMMOLENCTBUSA C )KepTBaMy MOLLEHHNYECTBa U
AHOHWMHOCTb CaMOro MOLIEeHHNKa BeCbMa MpuBJIeKaTe IbHbl NPU COBEPLUEHUN
KOMMbIOTEPHbIX MpecTynJgeHunn B ceTu Internet.

OfgHa 13 Npeanocbl/IOK MOBLILLEHHONO MHTEpPEeca, KOTOPbIN NPECTYNHUKM NPOSABASAIT K
ceTu Internet, 3akn04aeTCca B TOM, 4TO C Pa3BUTUEM KOMMbIOTEPHbIX CeTen nHpopMaLumsa
CTaHOBUTCSA BCe Bonee LeHHbIM ToBapoM. OcobeHHO 3To KacaeTcs MHopMaumu,
nmeroLen oTHoweHmne K baHKoBCKON chepe — faHHble 0 BKJlafaX U BKAaA4YMKax,
hbMHaHCOBOM NMONOXKeHUN BaHKa N KJINEHTOB, KPpeAUTHOWN N UHBECTULMOHHOW NOINTUKE
DaHKa, a Tak>Xe 0 HarnpaBieHNAX ero pa3BuTUA. NMoCKoIbKY B COBPEMEHHbIX YC/I0BUAX
cybbeKkTbl KpeaUnTHO-PNHAHCOBOW AEeATESIbHOCTU He MOryT Cyu,ecTBoBaTh 6e3
B3aMMHOIro MHOpPMaLMOHHOro obmMeHa, a Takxe 6e3 obueHnsa co cBonMMn
TeppuUTopuasibHO yaaseHHbIMU hunmanamMmm n nogpasgesieHnAaMmm, To 4acTo s 3Tux
Lenen oHM NCnosb3yloT Internet. A 3TO 3HAYUT, YTO Y NMPECTYNMHUKOB MOABIAETCH
peanbHbIA WaHC MOAYYNTb AOCTYN K Cyrybo cekpeTHOW nHpopMaumum 0 NOTEHLMNATbHbIX
obbekTax cBoeun NpecTynHUL 0eATesNIbHOCTU. YHUYTOXEeHMe Takon nHpopmMmaumnm
npecTynHUKaMn SBASeTCA pa3HOBUAHOCTbIO HeA0OPOCOBECTHON KOHKYPEHLUN CO
CTOPOHbI NPenpuUATUA. KOTOPble HAaXo0aAaTCA nog "Kpblwen" 3TUX npecTtynHuUkKoB. Jaxe
O Ha Yyrpo3a ee YHUYTOXEHMNA MOXKET cama no cebe NocnyXmTb 3PPEKTUBHBLIM
CpeACTBOM BO34ENCTBMSA HA PYKOBOACTBO BaHKa C Lesiblo BbIMOraTesnibCTBa Uin
LWaHTaxa.



Yepes Internet NnpecTynHNKM CTPEMATCH TakXXe MONYYNTb BO3SMOXXHOCTb HY>KHbIM A5
cebsa obpasom moandnumpoBaTb KOHPUOEHUMANBHYO CNy>XebHyo nHpopMauuio,
KOTOpas MCNOJIb3yeTCcsa PyKOBOACTBOM 6aHKa ANA NPUHATUA KaKNX-TNB0 Ba>KHbIX
pelweHnin. 1eno B TOM, 4YTO BBUAY BbICOKON TPYAOEMKOCTU OLLEHKWN CTEMNEHN AOBEPUS K
noTeHunanbHoMy nony4daTtento 6aHKOBCKOro KpeauTa B 60abWINHCTBE 6aHKOB
MPOMBbILLIJIEHHO-PAa3BUTbIX CTPaH 3Ta onepauns aBToOMaTU3MpoOBaHa. B cekpeTe aep»xaTtcs
He TOJIbKO UCXOAHbl€ AaHHble ANst MPUHATUSA MOAOOHbIX PeLeHnin, HO U CaMn aNropUTMbI
nx BblpaboTkM. HeTpyaHO goragaTbCs, KakuMm MOryT 6bITb NOCNeACTBMSA, eCN Takue
aJZIfOPUTMbl 3HAIOT MOCTOPOHHME NNLA, KOTOPbIE MOFYT OKa3aTbCA B COCTOSAHUMN
MoANULMPOBATb UX TaK. 4TOObI OHM BblipabaTbiBanu 6naronpmnaTHble oas 3TUX N1l
peLueHuns.

HononHuTenbHasa chepa KOMMNbIOTEPHbIX MPECTYMNJeHnn, coBepLlaeMbix Yepes Internet,
nosiBMIaCb C BOSHUKHOBEHNEM 3N1EKTPOHHbLIX BAHKOBCKMX pac4eToB. T. €. C BBEAEHNEM B
obpalleHne Tak Ha3blBAEMOW 3IEKTPOHHON HANUYHOCTU. ECTb pa3Hble cnocobebl ee
XVLLEHNSA, HO BCE OHM OCHOBbLIBAOTCA Ha MoAndpmnKaunm nHgpopmMmaummn, otobparkatoLen
3/IEKTPOHHYO HAaNMYHOCTb. NHopMaumnsa 0 HaJIMYHOCTU, UMEIDLLLENCA Ha cHeTax
KJINEHTOB, MEPENNCbIBAETCA Ha CYeTa, KOTopbIMK Be3pa3aesibHO pacrnops>KatoTcs
MPEeCcTYNHUKN. NI3MeHeHNsa Tak)xe MoryT ObiTb BHECEHbI B CaM aJiIrOPUTM, onpeaensowmnn
npasunaa QPYHKLNOHNPOBAHUSA cucTeMbl 06paboTKn nHpopMaumm 06 3NEKTPOHHbIX
DaHKOBCKMX pacyeTax. Hanpumep, MeHAeTCs Kypc BantoT, 4Tobbl Ana kKaneHToB BaHka
BaJlIl0Ta NepecynTbiBasaCb NO 3aHMXEHHOMY KYpCy, a pa3HuLa 3a4ncisanacb Ha cHeTa
NPecTynHUKOB N MHOrMe gpyrme MaxmHauuu.

1.3 Cunppom PobuHa lNypa

B 2008 r. B OKCNepTHO-KPUMNHANNCTNYECKOM LeHTpe MB/, 6bina nposeneHa
KNacCUUKaLnSa KOMMbIOTEPHbIX NPecTyNHUKOB. O60bLLEeHHbI NopTpeT oTe4eCTBEHHOIr o
XakKepa, CO34aHHbI Ha OCHOBE 3TOr0 aHasn3a, BbirNAaNUT NPUMEPHO TaK:

e MY>X4YMHa B Bo3pacTe oT 15 go 45 neT, uMeLwmn MHOroNeTHUN onbIT paboTkl Ha
KOMMbIOTEpPE;

e B MPOLUJIOM K YrOJIOBHOW OTBETCTBEHHOCTU HE MPUBJIEKAJICS;

e ApKas MbiCAsALWAs TNYHOCTb;

e cnocobeH NpuHMMaTb OTBETCTBEHHbIE PELUEHUS;

e xopoLunin, [obpocoBecTHbIN PaboTHMK, MO XapaKTepy HETEPNUMbIA K HaCMeLlKaM n
K MoTepe CBOEro CoumnanbHOro ctaTyca Cpean OKpPY>XalLnX ero A aen;



e NOOUT yeanHeHHyto paboTy;

e NPUXOOUT Ha Ccny>xby NepBbIM N YXOAUT NOCAEAHNM; YacTo 3a4epPXXMBaeTCcs Ha
paboTe nocne okoHYaHUs paboyero oHA 1 04EHb PEAKO UCMOb3yeT OTMNYCK U
OTrynbl.

Mo cBeOeHUsM TOro e IKCNepTHO-KPUMNUHANINCTUYeCKoro ueHTpa MB/,
npUHUMNUasabHaAa CXeMa OpraHm3aynm B3JslIoMa 3alLMNTHBLIX MeXaHU3MOB DaHKOBCKOW
MHPOPMALIMOHHOW CUCTEMbI 3aKJIlo4aeTCAa B cneaytowem. NpogeccnoHasnbHble
KOMMbIOTEPHbIE B3/IOMLMKN 06bIYHO paboTaloT TONbKO nocie TwaTesibHOn
npeaBapuTesibHON NOAroTOBKU. OHU CHUMAKOT KBApPTUPY Ha NoacTaBHOE /IMLO B JOME. B
KOTOPOM He MPOXXUBAKT COTPYAHUKMN cneucny>x6b nam ropoackom TesnedoHHOW CeTu.
MoakynatT COTPYAHMKOB BaHKa, 3HAKOMbIX C AeTaNsiMUN NIEKTPOHHbLIX MJaTeXen v
naponasamm, n paboTHMKOB TeslehOHHOW CTaHuUMKM, 4Tobbl obe3onacnTbCs Ha cnydan
nocTynaeHns 3anpoca oT cnyxbbl 6e3onacHocTn 6aHka. HaHMMalOT oxpaHy 13 BbIBLUMX
coTpyaHukos MB[. Yawe Bcero B3/ioM 6aHKOBCKOW KOMMbIOTEPHON CETH
OCYLLLEeCTB/SAETCA PaHO YTPOM, KOrga AeXYpHbIn cy>Xbbl be3zonacHOCTY TepseT
64NTEeNbHOCTb, @ BbI30B MOMOLLM 3aTPYAHEH.

KoMnbloTepHblie NPecTynJiIeHnsa NapafoKCcasibHbl TEM, YTO B HACTOsLLEE BPEMSA TPYOHO
HalWTW OPYron BMA NPecTyrnjaeHns, nocje COBEPLLUEHNS KOTOPOro ero »XepTBa He
BblKa3blBaeT 3aUHTEPECOBAHHOCTM B MOMMKE MNPEeCTYMNHMKA, a CaM NPecTynHuK, byay4dmn
MorMaH, peKkflaMnpyeT CBOK AEeATENbHOCTb Ha MOMNpuULLEe KOMMbIOTEPHOIO B3/ilOMa, Maso
4YTO yTamBas OT NpeacTaBUTeNen NPaBoOOXPaHUTEsIbHbIX OPraHoB. DTOT NapanoKC
BMoJIHE 0OBbACHUM:

XepTBa KOMMbIOTEPHOro NpecTyrnjeHnsa coBepweHHo ybexxaeHa, 4To 3aTpaTbl Na ero
packpbiTne (BKIOYas NnoTepun, MOHECEHHbIe B pe3ysbTaTe yTpaTbl 6aHKOM cBOENn
penyTaunn) CyLecTBEHHO NMPEBOCXOOAT Y)Ke NpuYnHeHHbIn yuwep6; Nnasa 1. Yrpossl
KOMMNblOTEepHOW Be3onacHOCTH

I'IpeCTynHle, Oa>Xe rnoJsiy4ms MaKCUMasIbHbIN CPOK THOPEMHOIo HakKa3aHn4A r|p|/|06peTeT
LLUNPOKYIO N3BECTHOCTb B AeJ10BbIX N KPUMUHAJIbHBLIX Kpyrax, 4TO B nNanbHenwem
no3BoJiINT emMy C BbIFOA0W UCMOJIb30BaTb noJiy4eHHble 3HaHNA.

Taknm obpa3om, ansa obuiecTBeHHOro MHeHus B Poccnm xapakTtepeH "cnHapom PobuHa
F'yoa" — npecTynHUKU-XaKepbl MpeacTaBnsaoTca Hekummn 6naropogHbiMmn 6opuamum
npoTuB 6aHKMPOB. A MO3TOMY XakepcTBo B Poccuu, no Buanmomy, Nnpocto obpeyeHo Ha
hafibHeNLwee pa3BuTUe.



CyMmMumpys nHopMaLmnio 0 KOMMbIOTEPHbLIX B3/IOMax, KOTOpas BpeMs OT BpeMeHU
MosIBNSETCA B OTE4ECTBEHHOM Npecce, MOXXHO NpuUBECTM creaytouee obobuieHHoe (Tak
CKa3saTb, "cpegHeapugpmeTmnyeckoe") onmcaHme ogHoOro Takoro B3sioma.

2. UcTopus o4HOro KOMNbIOTEPHOro B3JiIoMa

B Ha3Ha4YeHHbIN AeHb OKOJI0 BOCbMW 4YaCOB Bevyepa BCe YH4aCTHUKMW MNJaHnpoBaBLIerocs
B3/IOMa KOMMbOTEPHOW 3alNTbl OAHOIro N3 6aHKoOB cobpanncb B 4OBOJSILHO NMPOCTOPHOMN
MOCKOBCKOW KBapTupe, KoTopas 3a 3 Mmecsua A0 Havana onepaunmn bbina cHATa Ha
noAcTaBHOE UMSA B HENPUMETHOM [loMe Ha Tuxon ynuue. loMm 6bin1 BbiIbpaH OTHIOAb He
C/ly4alHO: OHW BbIICHUJIX, YTO B 3TOM JOME He MPOXXMBAIT COTPYAHUKN
NPaBoOOXpPaHUTENIbHbIX OPraHoB, CcreLucay>X0, HaforoBon NOJINLMN N FOPOLCKNX
TeneMOoHHbIX CTaHUWA, AUMNJOMaThl, AenyTaTbl, TEPPOPUCTDI, APYyrvue xakepbl n
pe3naeHTbl NHOCTPaHHbIX pa3BeokK.

OAOHOBPEMEHHO CO B3JIOMLLMKaMM Ha "6oeBoe" OeXXypCcTBO 3aCTyNUAN NOAKYNJIEHHbIN
CAy>XalWmnn mecTHon TenedoHHON CTaHUUKN, KOTOPLIAN Ha 3anpoc 06 onpeneneHnn
HOMepa TenedoHa KBapTUpbl, OTKYAa OCYLLEeCTBAANCS B3JIOM, AOJIXKEH Bbls1 coOoOWNTb
"nMnosbIn" HoMep TenedoHa, 1 bbiBLLIKE Cy>Kallue NPaBoOOXpPaHUTENbHbLIX OPraHoB,
KOTOpble B CJZly4ae Heyaa4yHOoro B3sioMa noobelan opraHmM3oBaTb 3alnTy WTab-
KBapTUPbl B3JIOMLWKOB C LIe/Ibio 3aMeCTun c/ebl NpecTynieHns.

Y nogbvesna ooMa CToA1 HNYEM He npuMeYaTesibHbIn wecTncotobln "Mepcepec”, B
KOTOPOM cnaenu gea npeactaBuTens 3akasymka— KpynHOM MOCKOBCKOM BaHONTCKOM
rpynnupoBku. OanH 6aHK "KNMHYN" Apy>XeCTBEHHYIO FPynnMpoBKe KOMMepYecKyto pupmy
Ha o4eHb bosibWwyo cyMMy. DTOT BaHK 6bIN10 pelleHo Haka3aTb, 3anyCTMB B €ero
KOMMNbIOTEPHYIO CETb 3/10BPEeAHbIN BUPYC, KOTOPbLIA A0JIXKEH Obl1 MUHUMYM Ha CYTKU
BbIBECTM M3 CTPOS BCe BaHKOBCKME KOMMYHUKALMW, BKKOYas 3N1IEKTPNYECKYIO, Fa30BYIO,
BOLOMPOBOAHYIO U KaHa/IN3aLUMOHHYI0, @ TakK)Xe MyCOpOonpoBoL.

[naBapb 6aHObl B3/IOMLLVKOB MPOBEN MHCTPYKTaX 0 bepe)xHoM 06palleHNN C Ka3eHHbIM
NMYLLLECTBOM, pa3aal KOMMbloTepbl, BPoOHEXNNETbI, pauun U coobLmn rNo3biBHbIE.

BpeMeHHas wTtab-kBapTupa B3/IOMLLNKOB Bblsla OCHaLLEeHa Mo NocieaHeMY CJIOBY
TeXHUKWN. Ha TenedoHHY0 INHNIO YCTaHOBIEHO YCTPONCTBO AJ1s1 NPOTUBOAENCTBMS
noacnywmBaHumo. OKHa 1 ABEPU 3aJIUTbl SNOKCUAHOW CMOJION, YTOObI HEe NoArNAAbIBaAN
cocenn. Bcs annapaTypa NoAK/OYEHA K MOLLHBIM akKKyMysiTopaMm, 4Tobbl CilyyaliHble



nepebou B 3N1EKTPONMUTAHUN HE CMOI M NMOMeLLaTb B3/IOMY. A CaM/ KOMMbIOTEPbI FyCTO
MocbiNaHbl CPeACTBOM MPOTUB TapakaHOB M MbllLelr, 4TOObl NCKNIOYNTb
HenpeaBuaeHHble cbon B paboTe obopyaoBaHMs.

NMoaroToBUTENbHbBIN 3Tan onepaumn, OCHOBHAaA 3a4a4va KOTOPOro coctossia B noabope
BXOOHbIX Maposien, Havyancsa B 9 4acoB Bevyepa 1 NpoJosKasics BCO HOYb, MOKa B 6 4acoB
yTpa B WTab-kBapTMpe He pa3aancsa TenedoHHbIN 3BOHOK. 3BOHWJT NOAKYMNIEHHbIN
paboTHMK BaHKa, KOTOopbIN coobLW M Naponn ons Bxona B 6aHKOBCKYIO KOMMbIOTEPHYIO
CeTb.

(naBapb NpvkKasas Nno paunn BCeM y4aCTHUKaM onepaumm NnpuroToBUTLCH K
rnpoBedeHNIO ee 3aKJII4YnuTesIbHON asbl. "llepBbi rOTOB, BTOPOW rOTOB, TPETUN roToB"
— rnoHecnocb B oTBeT. "[loexanun!" — nocnblwanacb KoMaHaa rnasaps. 1o a3Tonm kKomaHae
OI0XKNEe OXPAaHHUKN OKPYXXUM OOM: UM BblJI0 NPpUKa3aHO HUKOMoO He BMNyCKaTb N He
BbiMyCKaTb 6€3 NMCbMEHHOro pa3peLleHns C NOANMUCbLIO rNaBaps, 3aBEPEHHON
HOTapuycom.

CeMb CMEPTOHOCHbIX MPOrpaMM-BUPYCOHOCUTENEN YCTPEMUINCH MO TenedOoHHbIM
NIMHNAM B aTaKy Ha r1laBHbI cepBep 6aHka. bBaHKOBCKME NporpamMmbl 3aLnThbl Obin
CHa4vajla Napajm3oBaHbl, @ NOTOM MOJIHOCTbIO CMAThI MPEBOCXOAALLMMU CUTaMU
MPOTMBHMKA. BblpBaBLUMECHA Ha OMepPaTUBHbIA MPOCTOP BUPYCbhl YYNHUIN B
KoMNbloTepHOM ceTn baHka HacToawmnn aebolu.

MonyymB curHan o NPOHNKHOBEHNN BUPYCOB, rNaBHbIN cepsep KOMI'IbPOTGpHOVI ceTn
DaHKa OTKK4YWI BCE KOMMYHUKauun. B pesynbTaTte ropon ocTtascs 6e3 Tenna, BOAbI U
NeKTpunyecTBa.

Moka NoAHSATbIE NO TPeBOre COTPYAHUKM oTaena 6e3zonacHoCcTN 6aHKa TOProBasnch,
CKOJIbKO UM 3aniaTAT 3@ CPOYHOCTb, a MOTOM BblJIaBAMBaAIN Pacn/IoANBLUMECS BUPYCHI,
MPOLLUAN MOYTU CYTKN. 3@ 3TO BPEMS B MOCKOBCKOW KBApPTUPE, B KOTOPOW OCYLLECTBSICS
B3J10M, ObIIN YHUUYTOXXEHbI BCe C/efbl NpebbiBaHNA KOMMbOTEPHbIX B3/IOMLLMKOB.

Mpamon ywepb, NoHeCeHHbIN BaHKOM N3-3a HE MPOXOXAEHUSA NaaTeXXen, CocTasun
COTHWN TbICAY A0J1J1AaPOB. A 3aKa34yMKaM B3JIOM KOMMbIOTEPHOM 3awmnTbl baHka obowencs
Bcero B 20 TbIC. (haNnbLUMBbLIX 40J1IJIAPOB.

3. MeToabl B3/21I0Ma KOMMNbBbIOTEPHbLIX CUCTEM



B obwem cnyyae nporpamMmHoe obecnevyeHue nobon yHMBEpPCasibHON KOMMbIOTEPHOWN
CUCTEMbl COCTOUT U3 TPeX OCHOBHbLIX KOMIMOHEHTOB: ONepaLnoHHON CUCTEMbI, CETEBOrro
nporpammHoro obecneyeHuns (CrMO) n cuctemol ynpasneHnsa 6asamm gaHHbix (CYBL).
Mo3TOMy BCe MOMbITKN B3JIOMa 3aLLMNTbl KOMMbIOTEPHbLIX CACTEM MOXHO pa3fesnTb Ha
TpwW rpynnsbl:

e ATAKWN Ha YPOBHE OMNepaLIMoOHHON CUCTEMBI;
e aTakM Ha YPOBHE CETEBOIro NporpaMMHoro obecrneyeHuns;
e ATaKWN Ha YPOBHE CUCTEM yrnpaBsieHns 6a3amMun gaHHbIX.

3.1 ATaku Ha YypOBHe CUCTEeM ynpaBsieHMAa basamm
AaHHbIX

3awmnTa CYB[ asngeTca ogHOM N3 CaMblX NPOCTbIX 3a4a4. 3TO CBSA3aHO € TeM, 410 CYB/[
MMEIT CTPOro ornpenesieHHy BHYTPEHHIOW CTPYKTYpPY, N onepauun Hag 3J1IeMeHTaMmn
CYBJ 3agaHbl 40BOJILHO YeTKO. ECTb YeTblipe OCHOBHbIX AENCTBUSA — MOUCK, BCTaBKa,
yaaJsieHne N 3aMeHa 321IeMeHTa. [lpyrme onepaunun aBaaoTCA BCOMOraTesibHbIMU U
MPUMEHSAITCA OCTAaTOYHO peako. Hann4me cTporon CTpyKTYpbl U HETKO onpenesnieHHbIX
onepauun ynpowaeT peweHne 3aga4vnm 3awmnTel CYB/[. B 601bLWLNHCTBE C/ly4HaeB XaKepsbl
npennoynTaloT B3JlaMblBaTb 3alLMNTY KOMMNbIOTEPHOW CUCTEMbI Ha YPOBHE onepaynoHHON
CUCTEeMbI U NofayYaTb A4oCcTyn K harnam CYB[, ¢ noMoLlbio cpeacTB onepaunoHHoOm
cuctembl. OgHaKo B ciiydae, ecnn ucnonbsyetcsa CYB], He nMerowaa 4O0CTaTOYHO
Hade>XHbIX 3alLMNTHbLIX MeXaHWU3MOB, UM MNJIOX0 NpoTecTupoBaHHasa Bepcusa CYB[,

cogep kawasa owmnbkun, nam ecnu Npu onpeneseHnn NoNNTUKM 6esonacHoCcTn
agMnHucTpaTtopom CYB[ 6biin gonyuweHbl OWnbKN, TO CTAHOBUTCS BMOJIHE BEPOSATHLIM
rnpeonosieHne XxakepoMm 3almnTbl, peannsyemon Ha yposHe CYB/[.

Kpome Toro, nmeroTcs gBa crneyndpunyecknx cueHapusa atakm Ha CYB[l, onda 3awmnTsl oT
KOTOpbIX TpebyeTcs NpMMeHATb cneynabHble MeToAbl. B nepBoM cinyyae pe3ysibTaThl
apupmMeTnyecknx onepaumm Hag YncnosbiMm nonaMmu CYBL oKpyrnsTCa B MEeHbLUYIO
CTOPOHY, a pa3sHunLa cyMmMmumpyeTcsa B HekKoTopon apyromn 3anucu CYB/L (kak npaBuno, 3Ta
3aNnCb COOEPXUT JINYHbIN CcHeT Xakepa B baHKe, a OKpyrsseMble YNCI0Bble Nos
OTHOCATCS K CHeTaM Apyrux knmeHToB baHka). Bo BTOpoOM ciiy4ae xakep nosy4vaeTt
noctyn kK nonam 3anucen CYB[, ona KOTOpbIX JOCTYNHON ABNASETCA TOJNIbKO
cTaTUcTn4Yeckas nHpopMaumsa. Noea xakepckonm atakm Ha CYBJ[] — Tak Xntpo
chopMynMpoBaTh 3anpoc, 4TOObI MHOXXECTBO 3anucen, s KoToporo cobmnpaeTcs



CTaTUCTUNKA, COCTOAIO TOJIbKO U3 OAHOW 3anuncu.

3.2 ATakM Ha YpPOBHe OonepaLuoHHOU CUCTEMbI

3awmaTb onepaunoHHyto cuctemy, B otandme ot CYB/[, ropa3no cioxHee. [leno B
TOM, YTO BHYTPEHHAA CTPYKTYpPa COBPEMEHHbLIX ONMepauUmMOHHbIX CUCTEM Ype3Bbl4alHO
CJ/I0XKHa, 1 Mo3ToMy cobnogeHne agekBaTHOM NOINTUKK Be30nacHOCTU ABNSEeTCH
3Ha4YnTenbHO 6onee TpyaHomn 3anadven. Cpeagn nogen Heceeaywmnx 6biITyeT MHEHME, HYTO
caMble 3 PEKTUBHbIE aTaKM Ha onepaunoHHbIe CUCTEeMbl MOryT ObiTb OPraHU30BaHbl
TOJIbKO C MOMOLLbIO CJIOXKHENLWNX CpeacTB, OCHOBAHHbIX Ha CaMbIX NOCNeaHUX
OOCTUXKEHUNAX HAYKN N TEXHUKN, @ XaKep O0J/IKeH BbiTb NpOrpaMMnUCTOM BbiCOYaNLLEN
KBanpunkaumm. 3To He COBCEM TaKk.

HNWKTO He CnopuUT C TeM, 4TO MoJsib3oBaTesNto cnenyeT bbiThb B Kypce BCeEX HOBUHOK B
06/1aCTN KOMMbIOTEPHOW TEXHUKU. [1a 1 BbICOKAsA KBaMPUKaLNS — COBCEM He NINLLHEE.
OAOHaKO NCKYCCTBO XakKepa COCTOUT OTHIOAb He B TOM, 4T06bl B31aMbiBaTb s1t0Oy0 cCamMyto
"KPYTYH" KOMMbIOTEPHYIO 3aLMTY. HYy)>KHO NPOCTO CyMeTb HanTu cnaboe mecTto B
KOHKPEeTHON cncTtemMe 3awunThbl. [1py 3TOM npocTenine Mmetoabl B3/I0Ma OKa3bIBalOTCHA
HUYYTb HE Xy>Ke CaMbIX N30LLUPEHHbIX, MOCKOJIbKY YeM rpoLLie airOpnuTM aTakun, TeM
BosiblLe BepOATHOCTbL ee 3aBeplueHus 6be3 ownbok n cboes, ocobeHHO ecnn
BO3MOXXHOCTU NpenBapuTesIbHOro TeECTUPOBAHUSA 3TOrM0 aJropuTMa B YCJ10BUSX,
npubnmxeHHbIX K "60eBbIM", BECbMa OrpaHUYEeHbI

Ycnex peanvsauny Toro Uam MHOro aJroputMa XxakepCckom aTaku Ha rnpakTuke B
3HAYNTENIbHOWN CTEMEeHN 3aBUCUT OT apXUTEKTYpPbl N KOHPUrypaunm KOHKPEeTHOMN
onepaumoHHON cUCTeMsbIl, aBnsowencad o6bLekToM 3Ton aTakm. OQHAKO UMEKTCSA aTaku,
KOTOPbIM MOXET ObITb MoABeprHyTa NnpakTu4eckn nobas onepaunoHHasa cuctema:

e Kpa)ka Napons;

e MoarnsabiBaHMe 3a Nosb3oBaTeNIEM, KOr4a TOT BBOAUT Naposib, AAlOLWNIA NPaBo Ha
paboTy C onepaunoHHON CUCTEMON (fa)ke ecnn BO BpeMs BBOAa NapoJsib He
BbICBEYMBAETCS HA 3KPaHe AUCNes, Xakep MOXET JIerko y WM, naposb, NpocTo
cflefs 3a nepemelleHneM nasbUeB Nosb3oBaTesNs Nno KiaBnaType);

e MoJlyvyeHue Naposs n3 ¢aina, B KOTOPOM 3TOT Naposib 6bi1 CoOXpaHeH
Nosib30BaTeJsIEM, HE KeflaloWmMM 3aTpyaHSATb cebs BBOOOM Napons npu
NOOKOYEHUM K CETU (KaK NPaBu/io, TaKoW Naposib XpaHUTCA B (haline B
He3alWwndpoBaHHOM BUAE);



NONCK Napos, KOTOPbIN Nosib3oBaTenn, 4Tobbl He 3abbiTh, 3aNMCbIBaAOT Na
KanieHOapsax, B 3anUCHbIX KHMXXKaxX Uan Ha 060poTHOM CTOPOHE KOMMbIOTEPHbIX
knasuaTyp (ocobeHHO YacTo nogobHas cnTyaums BCcTpevaeTcs, ecan
AOMUHUCTpPATOPbI 3aCTaBAAT NoJib30BaTe/Ien NMPUMEHATb TPYLHO 3anOMNUHAEMbIe
naponn);

Kpa>ka BHeLWHero HocuTens naposibHON MHpopMaunn (AUCKETbl NN 3N1€KTPOHHOr o0
KJIt04a, HA KOTOPbIX XPaHUTCA NapoJib NOMb30BaTesd, NpeHa3HavYeHHbIN 019 BXoA4a
B ONepaunoHHY0 CUCTEMY);

NoJSIHbIN Nepebop BCeX BO3MOXKHbIX BApPUaHTOB Naposis;

noabop Nnapons No YacToTe BCTPeYaeMoCTU CMMBOJIOB U BUrpamMm, C NOMOLLbIO
cnioBapen Hambosiee 4acTo NPUMEHSEMbIX Maposiei, C NpUBJeYEHNEM 3HAHUN O
KOHKPETHOM MNoJib30BaTesie — ero uMeHu, hamMmuinm, Homepa TesnedoHa, aaTbl
POXAEHUA N T. 4., C UCNOJIb30BaHNEM CBeLleHUA O CYLLeCTBOBaHUN 3KBNBANIEHTHbIX
napoJsien, Npm 3TOM U3 Ka)KA0ro kaacca onpobyeTcsa Bcero 04AnH Naposib, YTO
MOXXET 3HAYUTENIbHO COKpPaTUTb BpeMa nepebopa;

CKaHMpOBaHME XeCTKUX ONCKOB KOMMbIoTepa (xakep nocsenoBaTesibHO NblTaeTcs
0bpaTUTbCA K KaXKgoMy ansy, XpaHUMOMY Ha XEeCTKUX OUCKAX KOMMbIOTEPHON
CUCTeMbl; ecnnm ob6bEeM OUCKOBOIro NMPOCTPaHCTBA AOCTAaTOYHO BENMK, MOXXHO bbITb
BMOJIHE YBEPEHHbLIM, 4TO NpPWY ONUCaHUK A0CTyna K pansamM n Katasoram
aAMUHUCTpPATOP AOMYCTUA XOTHA Obl O4HY OWKNBKY, B pe3ysibTaTe Yero Bce Takune
KaTanoru un gansbl byayT NnpoYnTaHbl XakepoM; AN COKPbITUSA C/Ief0B Xakep
MOXXeT OpraHM3oBaTb 3Ty aTakKy Mo 4y>KUM MMeHeM: HarnpuMep, Nog UMeHeMm
nosib3oBaTesis, Napojlb KOTOPOro N3BECTEH XaKepy);

cbopka "Mycopa" (ecnm cpeacTBa onepauoHHONW CUCTEMbI MO3BOIAIOT
BOCCTaHaB/MBaTb paHee yaasieHHble 06beKThbl, Xakep MOXXeT BOCMNO0JIb30BaTbCH
3TOW BO3MOXXHOCTbIO, 4TOObI NOAY4YUTb AOCTYN K 0bbekTaM, yaaneHHbIM OpYyruMin
nosib3oBaTeNAMU: Hanpumep, NPOCMOTPEB COAEPXKMMOE NX "MYCOPHbIX" KOP3UH);
npeBbIleHne NOJIHOMO4YUI (MCMOJIb3Yys OWNOKK B NporpaMMHoM obecrneyeHnm nin B
AOMUHUCTPUPOBAHNN ONepaLMOHHON CUCTEMbI, Xakep noJly4yaeT NoJIHOMOYUNS,
npesbiWatoLive nosHoOMo4uns, npenocTaBsieHHble eMy COrjlacHO OeNCTBYoLEN
nonmTuke 6esonacHocTu);

3anyCcK nporpamMmbl OT MUMEHM MNoJib30BaTeNs, MMetowero Heobxognmole
MOJIHOMO4USA, NN B Ka4YeCcTBE CUCTEMHOWN nporpamMmebl (apaneepa, cepsuca, LeMOHaA
nT.0.);

noaAMeHa AUHAMUNYECKN 3arpy>xaemom 6ubnmnotekn, ncnosib3yeMom CUCTEMHbLIMU
nporpaMmmMamu, Uin N3MeHeHne rnepemMeHHbIX cpeibl, ONUCbIBAOWMNX NYTb K TaKUM
bnbnmnotekawm;



e MOANMDUKALUMA KOAA NN AAaHHbIX NOACNCTEMBbI 3aLLMTbl CAaMOW OnepaLnoHHON
CUCTEMBbI;

e OTKa3 B 00CNy)XMBaHUM (LEeNblo 3TON aTakM ABAAETCS YaCTUYHbIN UIW MONHbIN
BbIBOJ N3 CTPOS ONEepaLmMOHHON CUCTEMBI);

e 3aXBaT PeCcypcoB (XxakepcKas nporpamMmma rnpou3BoAnNT 3aXBaT BCEX MMEIOLLMNXCA B
onepaumMoHHON CUCTEME pPecypcoB, a 3aTeM BXoAUT B 6€CKOHEYHbIN LnKN);

e 6oMbapanpoBKa 3anpocamMm (Xxakepckasa nporpaMmMa NoCTOSAHHO HamnpaBaseT
onepaLmnoHHON CMCTeMe 3anpochl, peakuunsa Ha KoTopble TpebyeT npmneieyeHuns
3HAYNTENbHbLIX PECYpPCOB KOMMblOTEPA);

e 1ICNOJSIb30BaHMe oWKnboK B NnporpaMmMHoM obecnevyeHnm nam aaMUMHNCTPUPOBAHNN.

Ecnn B nporpaMMHoOM obecrnevyeHnn KOMMNbIOTEPHOMN CUCTEMBI HET OLWKNBOK 1N ee
agMUHUCTpPATOpP CTporo cobnogaeT NoNTMKy 6e30nacHOCTU, PeKOMEHL0BAaHHYIO
pa3paboTyMKaMm onepaymMoOHHON CUCTEMbI, TO aTakn BCEX MEePEYNCIEHHbIX MUNKMN,
Masio3PPEKTUBHLI. JONONHUTENbHbIE MEPbI, KOTOPbIEe OO0/KHbI ObITh NPEeANPUHATLI 414
MoBbILLIEHNS YPOBHSA 6€30MacHOCTN, B 3HAYUTENIbHOW CTENeHN 3aBUCAT OT KOHKPETHOM
onepaLmMoHHON CUCTEeMbI, NOA ynpasseHneM KoTopon paboTaeM faHHasA KOMMNbOTEpPHas
cucTtema. TeM He MeHee, NPUXoanTCs NMPU3HaTb, YTO BHE 3aBUCUMOCTU OT
npeanpuHATBIX Mep NOJIHOCTbIO YCTPAaHUTbL Yrpo3y B3JIOMa KOMMbIOTEPHOW CUCTEMbI Ha
YPOBHE onepaunoHHONW CUCTEMbI HEBO3MOXXHO. Mo3ToOMy nonnTuka obecneyeHuns
6e30MacHOCTM [OJ/HKHA NPOBOANTLCA Tak, 4ToDObI, Aa)ke NpeoaosieB 3aLLMTY,
co3[laBaeMylo cpencTBamMm onepaunoHHON CUCTEMbI, XaKep He CMOIr HaHeCTU Cepbe3HOoro

yuepba.

3.3 ATaKu Ha YpOBHe ceTeBOoro nporpaMMHoOro
obecneyeHusn

CMNoO sasnsaetca Hanbonee ya3BMMbIM, MOTOMY YTO KaHasl CBA3U, MO KOTOPOMY
nepepatoTcsa coobuieHns, Yalwe BCero He 3aliulleH, N BCAKUN, KTO MOXKET UMEeTb A0CTynN
K 9TOMY KaHaJly, COOTBETCTBEHHO, MOXET nepexBaTbiBaTb COOOLLIEHNSA N OTNPAaBAATb
cBon cobcTBeHHble. [To3ToMy Ha ypoBHe CIMO BO3MOXXHbI Clieaylolme Xxakepckme aTaku:

e NpoOC/yWMBaHNE CerMeHTa JIOKaJIbHOM ceTu (B npenenax o4HOro n Toro xe
CermMeHTa JIoKasbHOM ceTn Ntobon NOAKIIOYEHHBIN K HEMY KOMIMbIOTEP B COCTOAHUN
NPUHUMaTb COObLLEeHNsA, agpecoBaHHble APYrMM KOMMNbOTEPaAM CerMeHTa, a
cfiefoBaTesibHO, eC/IM KOMMNbIOTEP Xakepa NoAcOoeJNHEH K HEKOTOPOMY CerMeHTy



NIOKaJ/IbHOM CeTU, TO eMy CTAaHOBUTCSA OOCTYMNeH Be€Cb MHPOPMALIMOHHbLIN 0BMeH
MeXXy KOMMNbTepaMn 3TOro CerMmeHTa);

e NepexsBaT COOBOLEHNN Ha MapLLpyTM3aTope (ecnn Xxakep nmeert
NPUBUNErMPOBaHHbIN AOCTYMN K CETEBOMY MapLUpyTU3aTopy, TO OH nojsiy4yaeT
BO3MOXXHOCTb NepexBaTbiBaTb BCe coobLLeHUA, npoxoasume yepes aToT
MapLWpyTU3aTop, N XOTH TOTasJIbHbIN NepexBaT HEBO3MOXXEH N3-3a CJINLLKOM
6osbloro obbema, Ype3BbIHaMHO NMPMBIEKATE/NIbHLIM OIS XaKepa SBAsSeTCH
BbIOOPOYHbIN NepexBaT COObLLEHNI, coaepXaLLMUX Maposn NOSb30BaTeNen U nx
3JIeKTPOHHYIO MOYTY);

e CO3JaHMe NIOXKHOIro MapuwpyTm3aTopa (NyTem OoTrnpaBKu B C€Tb COOOLLEHNI
crneynanbHOro Buaa xakep aobmeaeTtcs, 4Tobbl €ro KOMMbOTEP CTan
MapLWpyTU3aTOPOM CETU, NOCSE Yero noJsiydyaeT AOCTYMN KO BCEM MPOXOoAALLMM Yepe3
Hero coobweHunam);

e HaBsA3blBaHMe coobuieHnn (0TNpaBasasa B ceTb CO0bLWEHNS C JIOXKHBIM 06paTHbLIM
CeTeBbIM agpecoM, Xakep nepekstoyaeT Ha CBOWM KOMMbIOTEP Y)Ke YCTaHOBJ/IEHHbIE
ceTeBble COeAVHEHNS U B pe3y/ibTaTe Nojsly4yaeT npaBa nosib3oBaTenien, You
coeanHeHns obMaHHbIM NyTeM bblIM NepektoYeHbl Ha KOMMNbIOTEP Xakepa);

e OTKa3 B 06CNy>XMBaHMK (Xakep oTnpasBiseT B CeTb CoO0bLIEHNSA CrneumnanbHOO BMAA,
rnocJsie 4ero o4Ha UM HECKOJIbKO KOMMbIOTEPHbIX CUCTEM, MOAK/IIOYEHHbIX K CEeTH,
MOJIHOCTbIO NJIN YaCTUYHO BbIXOAAT U3 CTPOA).

NMOCKONIbKY Xakepckue aTakm Ha ypoBHe CIMO cnpoBoLUMpPOBaHbl OTKPbLITOCTbIO CETEBbIX
COEOANHEHNIN, Pa3yMHO MPEeAnosioXNTb, YTO AN OTPaXKeHUA 3TUX aTak Heobxoanumo
MaKCUMaJibHO 3alUNTUTb KaHasibl CBA3M N TeéM CaMbIM 3aTPYAHUTb 0O6MeH nHdopMaumnen
Mo CeTn OJ1a Tex, KTO He ABNSAETCSA NerajibHbiM NoJsib3oBaTenem. Huxe nepevyncneHsl
HeKoTopble cNocobbl TAaKON 3aLNThI:

e MaKCMMaJlbHOE OrpaHnyeHne pasMepoB KOMMbIOTEPHOWN ceTu (4eM BonblLue ceTb,
TeM TpyLHee ee 3alnTUTb);

e N301AUMSA CETU OT BHELIHEro Mnpa (Mo BO3MOXHOCTU CnefyeT orpaHn4mBaTh
dhunsnyecknm 4oCcTyn K KOMMbIOTEPHOW CETU U3BHE, 4TOObl YMEHbLUNTb BEPOATHOCTb
HECaHKLMOHWPOBAHHOIO NOOKIIOYEHNS XaKepa);

e LUNPPOBAHME CETEBbLIX COODLLEHUN (TEM CaMblM MOXHO YCTPaHUTb Yyrpo3y
nepexsaTa coobLieHUn, NpaBaa, 3a CHET CHUXKeHNa nponssoauTensHocTn CIMNO un
poCTa HaKJlaAHbIX Pacxonos);

e 3J/IEKTPOHHaA yndgpoBas Nognncb ceTeBblxX cooblieHnn (ecnm Bce coobuieHns,
nepenasaeMble MO KOMMNbIOTEPHOW CeTu, CHabXXatloTCA 3/IeKTPOHHOW LU POBON
NoANMCbIO, N NPUN 3TOM HEMoOAMNMCaHHbIE COOBLLEHNA NTHOPUPYIOTCS, TO MOXKHO



3a6bITb NPO Yrpo3y HaBA3bIBAHMNSA COOOLLEHWIA U NPO BONLLUNHCTBO Yrpos,
CBSI3aHHbIX C 0TKA30M B 06CNy>XUBAHWN);

e 1CMOJIb30BaHMe BpaHaMay3poB (bpaHaMay3p ABSETCS BCNOMOraTeIbHbIM
CpeacTBOM 3aLUNTbI, MPUMEHSIEMbIM TOJIbKO B TOM CJlyYae, €C/IN KOMIMbIOTEPHYIO
CeTb Hesb35 U30/IMPOBaTb OT APYrUX CeTeun, MOCKobKy bpaHaMaysp 0OBOJIbBHO
4acTo He crocobeH OTINYUTL NOTEeHUMabHO onacHoe ceTeBoe cooblieHne oT
coBepllueHHOo 6e3BpeIHOro, U B pe3yfibTaTe TUMNNYHON ABNAETCA CUTyauus, Koraa
H6paHOMay3p HE TONIbKO He 3allMLLIAeT CeTb OT XaKepCKux aTak, HO U gaxke
NpensiTCTBYEeT e€e HOPMaJiIbHOMY (DYHKLIMOHNPOBAHUIO).

3aKJiloueHue

B 3aBepLeHnn Kypcosom paboTbl MOXKHO CKa3aTb TO, YTO KOMMbIOTEPHbIe NpecTynjieHuns
3TO NOCTOSAHHO pPa3BMBAOLLMNCA BUL NpaBoHapyweHnin. Ha faHHbIN MOMEHT HeT YETKOM
CcXeMbl 1 cNoCOBOB 3aLUNTbl OT KOMMNbIOTEPHbIX MPECTYNMHUKOB, XaKepoBs, BUPYCOB "
npoyero. He cMOTpPs Ha MHOrO4YUC/IEHHbIE OOHOB/IEHNA @aHTUBUPYCHBLIX CUCTEM, Ha
BHECEHMe MNorpaBoK B YrOJIOBHbIA KOOEKC, KOMMbOTEPHAA NMPECTYNHOCTb ABAAETCH
CaMbIlM 0OXO4HbIM, HO B TO XKe BpeMs CaMbIM CJIOXKHbIA BUAOM MNPeCcTYNHOCTU.

Ha foaHHbIM MOMEHT XaKepCTBO N KOMMbIOTEPHas NPecTynHOCTb B POCCUM TOJIbKO
pa3BnBaeTcs N HabupaeT 060poThl. DTOMY He Masio cnocobcTByeT ceThb Internet ¢
NMOMOLLLbIO KOTOPOW MOXHO He TOJIbKO 06MeHMBaTbLCA MHOPMaLNen, HO U HaXOAUTb
nosfiesHble A5 3/10YMbILWIEHHUKOB nNporpamMmel. K aTomy crnenyeTt nobaBuTb U TO, 4TO
00NbLWNHCTBO KOMMbIOTEPHbIX B3/IOMOB NPOXoauUT 6e3 HernocpeaCTBEHHOIr0 KOHTaKTa C
KOMMbIOTEPOM XXepTBbl, 1 060N KOMMNbIOTEP NOAKI/IIOYEHHbIN K ceTu IHTepHeT
HaXoOUTbCA NOL Yrpo30M HENOCPEeACTBEHHOI0 B3JIOMa N KpPaku JIMYHON MHopMaLunn.

B cBSA3m c nosiBsieHne 60bLLIOro KOJINYeCcTBa BUPYCOB U BPEAOHOCHbIX MPOrpamMm,
Ha4asICA POCT NMPOoAa>K aHTUBUPYCHOW NMPOAYKLMN. DTO rOBOPUT HaM O TOM, 4TO 3Ta
chepa cTana NpmUbLIILHOW HE TONLKO At MPECTYNMHUKOB M XaKepoB, HO U ANA TeX KTO
bopeTcsa c aTon npobnemon.

B 3aKkN04eHNM CKaXy, 4TO AaHHasA chepa NOCTOAHHO Pa3BMBAETCA U C Ka)KOblM OHEM
nosiBasieTca BCE 6obLUe BUPYCOB N BPeLOHOCHbIX MPOrpaMMm C NOMOLLbLIO KOTOPbIX BCE
bonblUee KOMYEeCTBO XaKepoB CMOry NnpuHecTn BCé 6onbwini yuepb rocyoapcrsy.
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